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Abstract

Network attacks have become the fundamental threat
to today’s largely interconnected computer systems.
Unauthorized activities and unauthorized access account
for a large proportion of these networks. Unauthorized
accesses and misuse of critical data can be catastrophic
to businesses, emergency services, and even threaten the
defense and security of a nation. Intrusion detection
system (IDS) is indispensable to defend the system in the
face of increasing vulnerabilities. This paper proposes a
hybrid intrusion detection and visualization system that
leverages the advantages of current signature-based and
anomaly detection methods. The hybrid instruction
detection system deploys these two methods in a two-
staged manner to identify both known and novel attacks.
When intrusion is detected, autonomous agents that reside
on the system will automatically take actions against
misuse and abuse of computer system, thus protecting the
system from internal and external attacks.

1. Introduction

The essential part of an intrusion detection system is
the detector and its underlying principle of operation,
which is based on the belief that an intruder's behavior
will be measurably different from that of a legitimate user
so that many unauthorized actions can be detected.
Typically, IDSs employ statistical anomaly and rule-based
misuse models in order to capture the drifting of normal
behaviors. Intrusion detection can be categorized into
three types: signature detection, anomaly detection and
hybrid detection. Signature detection is conducted by
signature matching of known attacks. For example,
internet worm attacks can be detected by signature
detection because of the explosive usage of specific
network services. The major limitation of signature-based
detection method is that it cannot detect novel attacks.
Anomaly detection, on the other hand, models normal
behaviors and attempts to identify anomaly activities of

computer system performance metrics such as /O
activity, CPU usage. Because intrusions can deviate
significantly from the ordinary profile maintained by the
IDSs, it is possible that many new intrusions can be
detected. Hybrid detection is a method that leverages the
advantages of both anomaly and signature based methods.

In an intrusion detection system, some sort of security
audit should be performed in order to get a security audit
data. This data is then stored and processed in real-time
by the detector. Autonomous agents on the system take
the processed results and check for anomalies. If any
suspicious behavior is detected, these agents will report to
the site security officer (SSO) who then takes further
action such as denying the intruder’s access.

There are two mechanisms for handling specific events
sent by security audit -- programmed and adaptive
learning. Programmed mechanism refers to a stack of
rules pre-defined by domain experts. It is relatively
simpler to implement, hence it has been applied in almost
all of the signature detection systems and some of
anomaly detection systems. The learning mechanism is a
more complicated approach that observes traffic for a
period of time and models the underlying process.

2. Hybrid system framework

Our research aims to design a systematic and
intelligent hybrid intrusion detection and visualization
system. The system introduces a two-stage intrusion
detection technique. Host system calls are monitored as
audit data source. Current research is conducted on a
standalone host only. However, the system can be
migrated to distributed systems in the future with ease.

The first stage is the misuse detection stage that
employs the signature-based detection method. A
database of known detection behaviors has been
developed and updated over the time. Data mining is an
effective technique of discovering knowledge from
voluminous data sets to assist in building such database.
In this stage, the system compares system audit data with
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intrusion behavior database in real time. If any intrusion is
detected, the autonomous agents will start to intervene
and take precautions according to the event handling
mechanisms. After the signature detection stage, a graph
of system call information should be generated.
Knowledge is usually presented in the form of decision
rules easy to be used in the future.

The second stage is the anomaly detection stage. This
stage can overcome the shortcoming of the first stage and
is able to detect novel attacks. It can provide additional
detection such as misuse of confidential data by internal
users. An anomaly-based IDS achieves this by identifying
program behaviors that deviate from the known normal
behavior. It monitors a program by observing event traces
and comparing those traces to some expected behavior.

Our approach uses sequences of system calls as a
characterization of program behavior. We use a software
program to capture the “normal” program traces and
generate a “safe” range of system calls. Figure 1 shows a
simple example of “normal” sequences of system calls
during a day’s operation. The decision engine uses the
fuzzy inference approach. In the fuzzy inference module,
input variables can be obtained from the system event
traces and the output variable RESULT is generated. The
fuzzy inference module then uses the inference rules to
detect anomaly system behaviors. The rules are
constructed on the basis of empirical prior knowledge
about system processes like following: IF Syscalll
ValuelS VERY High AND Syscall2 ValuelS VERY
High, THEN RESULT is Abnormal. Learning method
such as neural network can be applied to get the prior
knowledge. If any anomaly has been detected, automatic
agents will report the event to site security officer to take
further actions.

In both stages, there are large amount of data that need
to be analyzed. It is difficult for the security officers to get
a quick understanding of the data without having digging
into the numbers. Thus, a visualization system is needed
to give security officers an intuitive representation of such
information as normal range of system calls.

Number of
System Calls

System Calls

Time of a Day

Figure 1 Statistics of System Calls
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